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Since the enactament cf the Privacy Act of 1974, Federal
agenciss have been required to report i the Fedetal Register
ail of their systeas of records on individuals. The Federal
Bureau of Investigation (FBI) central records System is the main
systen under which all investigative, parsonnel, administrative,
and other records are kept. Inforuation maintaine. by field
offices and foreign liuison offices is sent to FBI headguarters
to be included in the central records systen. The FBI maintains
a general irdex containiny names for future retrieval and other
card indexes, photo alktums, ccntcol files, and computer
listings. Findings/Conclusious: As of Mazch 1977, the FBI had
Teported 12 systess of records. Until April 1977, descriptions
of the categories of People in the central records System vere
general and thus inadequate for Fublic access. Ncw tke notices
in the Federal kegister ars more specific and prcvide a better
basis for determining what files the PBI maintsins. Information
in somé¢ of the indexes could not be retrieved through any
published systea. The FBI keeps 239 special indexes, exclusive
of 28 classified indexes. Sixty-three of the indexes at
headquarters and the field offices contained infcrmation that
was nct fully retrievable; all indexes kept by the foreign
liaison offices contained retzievable information.
Recosmendations: The Attorney General should require *he ¥BI
Directcr to take one of the follcwing actions with respect to
indexes having nonretrievable information: make nonretrievable
informatior om special indezxes retrievable as part of a sSystem
of records already published in the Federal Register; publish a
Separate potice in the Pederal Hegis'.er for each noLretrievanle
special index; or destroy, when permissible, the information :r
special indexes that igs not retrievaile through a2 published



system of records. He shovld also require the FBI Director to
issue standard policies and procedures for establishing and

handling special indexes to insure coapliance with the Privacy
Act. (Anthor/HTW)
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The FBI uses various indexes to manage and
conducr investigations. GAO identified 239 of
them at FBI headquarters, field offices, and
foreign liaison offices.

Indexes that are part of, and fully retrievable
through, the central records system or other
published svstems of records need not be pub-
lished separately in the Federal Register.

However, 63 of the indexes were not fully
retrievable through a published system of
reco ds. The FBI should either

--separately publish a notice of the exist-
ence and character of the individual
indexes in the Federal Register,

--make them fully retrievable as part of a
system of records already described in
the Federal Register, or

--destroy nonretrievable information in
the indexes.

The FBI said it was taking action to insure
that all indexes are maintained ir. compli-
ance with the Privacy Act.

GGD-77-93
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CUMPTROLLER GENERAL OF THE UNITED STATES
WASHMINGTON, D.C. 20548

B-179296

The Honcrable Richardson Preyer, Chairman

Subcommittee on Government Information
and "-4.vidual Rights

Gover. ~r. Operations Cocmmittee

House uf Representatives
Dear Mr. Chairman:

In response to a letter dated November 19, 1975, from
the former Chairman of your Subcommittee, this report identi-
fies the indexes of individuals maintained by the Federal
Bureau of Investigation (FBI) for investigative purposes and
discusses the FBI's effoirts to comply with the p blication
requirements of the Privacy Act of 1974. Subseqg iently, as
agreed with your office, we did not review indexes used for
administrative purposes, nor did we include in this report
28 classified investigative indexes relating to foreign
counterintelligence.

Our review was delayed by the FBI's reluctance to co-
operate with us without Nepartment of Justice concurrence and
until we reached a formal agreement with the FBI regarding
our access to records. After numerous discussions and ex~
changes of correspondence with the Department of Justice and
the FBI, we were given access in May 1976 to the records nec-
essary to conduct this review. Thereafter, the FBI coop-
erated with us during our review.

lhe Department of Justice and the FBI were given an op-
portunity to comment on this teport. They generally agreed
with our conclusions and recommendations. Their comments
have been discussed in chapcer 2 of the report and are in-
cluded in appendix VI.

As arranged v'th your Subcommittee, unless you publicly
announce its contents earlier, we plan no further distribu-
tion of this report until 10 days after the date of the re-
port. We will then send copies to interested parties and
make copies available to others upon regquect,

Sincerely vyours, E
2‘4‘«4. /

Comptroller General
of the United States



COMPTROLLER GENERAL'S FBI TAKING ACTIONS TO
REPORT OF THE SUBCOMMITTEE ON COMPLY FULLY WITH THE
GOVERNMENT INFORMATION AND PRIVACY ACT
INDIVIDUAL RIGHTS

COMMITTEE ON GOVERNMENT OPERATIONS

HOUSE OF REPRESENTATIVES

Since “he enactment of the Privacy Act of
1974, Federal agencies have been required
to report in the Federal Register all their
systems of records on individuals. The
Federal Bureau of Investigation (FBI) nad
feported 12 systems of records as of March
1977.

The FBI's central records system is the
main system under which all investigative,
personnel, administrative, and other rec-
ords are kept. To find out wha’ is in the
central system, the FBI's general index--
3x5 cards containing names for future re-
trieval--must be searched.

Each field office and foreign liaison of-
fice has its own central records system and
a gene 1 index to those records. Most or
the inrormation maintained in these cffices
is sent to FBI headquarters to be included
in its central records system, with perti-
nent names placed in the general index.
(See ch. 1.)

In addition to the general index, the FBI
bas card indexes, phioto albums, control
files, and computer listings, among others.
It uses these special indexes in day-to-day
investigations. (See ch, 1.)

Until April 1977, the descriptions of the
categories of people in the FBI's central
records system were general and thus in-
adequate for public access. Now, notices

in the Federal Register describe categories
more specifically and provide a better basis
for determining what files the FBI main-
tains. The FBI does not need to publish
geparate notices of the various indexes,

as _ GGD-77-93
cmnrﬁﬂ.ugaddfﬁﬁﬁiﬂﬁéﬁ?" 1



unless information in them cannot be Zfully
retrieved through another published system of
which they are described as a part. However,
information in some indexes corld not be
retrieved through any published system.

T .ese indexes should be separately reported
in the Federal Register, be made retrievable
as part of an alreadv published system of
records, or have nonretrievable information
destroyz. when permissible. (Sce ch. 2 and
apps. IiI and 1V.)

FBI headqguarters, field offices, and for-
eign liaison oflices keep 239 special in-
dexes. (This total does not include 28
classified indexes.) GAO's review did not
cover indexes used for administrative pur-
poses nor indexes involving onlv foreign
citizens. Sixty-three of tue indexes at
headquarters ~#nd the field offices ccn-
tained informetion that was not fully re-~
trievable through the general index and
thas notv through the central records sys-
tem. All indexes kept by the foreign 1li-
aison offices contained retriavable in-
formation. (See ch. 2.)

The Attorney Gereral should require the FBI
Director to:

--Take one of the following actions with re-
spect to the indexces having nonretrievable
information.

1. Make nonretrievable names and other in-
formation on special indexes retrievable
as part of a system of records already
published in the Federal Register (such
as the central records system).

2. Publish a separate notice in the Fed-
eral Register for each nonretrievable
special index.

3. Destroy when permissible the names and
other information in special indexes
that are not retrievable through a
published system of records,.

ii



—--Issue standard policies and procedures
for establ!shing and handling special in-
dexes (including major case indexes) to
insure compliance with the Privacy Act.

Becavse of the problems noted, the FBI
should also study the sSpecial indexes
majntained for administrative purposes to
make sure similar problems do not exist.

The Department of Justice and FBI gener-
ally agreed vith the findings, conclusions,
and recommendations in this report. The
FBI is taking action to insure that all in-
dexes being maintained by its headquarters
divisicns and field offices are in com-
Pliance with the Privacy Act of 1974, (See
app. VI.)

iii
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CHAPTER 1

HOW AND WHERE THE FBI

MAINTAINS RECORDS

CENTRAL RECORDS SYSTEM

The Federal Bureau of Investigation (FBI) maintains a
central records system at headquarters for its investigative,
personnel, applicant, administrative. and gen:ral files. Al-
though it has other record systems, this is the primary and
most important one. Basically it consi.sts of one numerical
sequence of subject matter files and an alphabetical index
to these files referred to as the general index. All infor-
mation on a subject matter or case is included in one file.

To control a file, a numbering system is used to indi-
cate (1) the classification or type of investigative viola-
tion or administrative area invoived, (2) the individual
case file within the category, and (3) the serialization of
individual pieces of mail in the file. For instance, the
number 91-200-20 on a piece of mail indicates it is the 20th
piece of mail in the 200th case file assigned to the bank
robbery (91) classification.

The F3I's central records system had 191 classifications
as of May 1, 1977. Most of them pertoin to Federal viola-
tions rver which the FEI has investigative jurisdiction.
Otherr include personnel, applicant, and administrative mat-
ters.

Each of the FBI's 59 field offices, where investigations
are conducted, and its 14 foreign liiison offices 1/ has its
own central records system similar to that o% headquarters.
Most, but not all, of the information kept at the field and
foreign liaison offices is referred to headquarters and
therefore filed in the central records system.

Headquarters' central records system contains about
6 million files or separate cases. The FBI does not main-
tain statistics on the number of case files or index cards
maintained by the field offices.

1/In May 1977, the FBI closed .e foreign liaison office,
thus reducing the total to 13.



GENERAL INDEX FOR ACCESSING RECORDS

The key to the files at headquarters and in the field
and foreign liaison offices is the general index. It consists
of alphabetically filed 3x5 index cards on various subject
matters, primarily names of individuals. The cards usually
contain information such as name, file number, birth place
and date, sex, race, address, and social security number.
The general index must be searched to determine what infor-
mation, if any, the FBI has in its central records system and
whether it is at headguarters or in the fielad.

Upon receiving a request under the Freedom of Information
Act or Privacy Act, the FBI searches the general index to the
central records system to determine if the requested informa-
tion is maintained. Other systems of records reported by the
FBI in the Federal Register would be searched only if speci-
fically requested.

Index cards are created and placed in the general index
only for information considered pertinent for future retrie-
val. The names of the subjects and victims involved in FBI
investigations are also Placed in the general index. How-
ever, not all the names of persons who furnish information
during an investigation are pPlaced in the general index.

The general index to the files at FBI headquarters con-
tains more than 59 million cards. These are estimated to re-
present 20 million different individuals.

INDEXES USED FOR MANAGING
INVESTIGATIVE ACTIVITIES

In addition to the general index maintained at headquar-
ters and at each field office and foreign liaison office, the
FBI uses various indexes to facilitate the way investigations
are handled. Primarily, these indexes include index cards,
photo albums, and control files.

Headguarters indexes

Operating divisions use headquarters indexes to re-
trieve key and frequently used information without a search
in the vast central records system, For example, one sec-
tion maintains a card file on persons involved in the
Justice Department's witness protection program--that is,
persons who have been given new identities in exchange for
testimony against organized crime figures. Another section
has a card file on all criminal informants. These indexes
generally contain basic identifying information, which is

2



also contained in the ceatral files. They also centain FBI
file numbers which a supervisor can use to request a file
from the central records system. Thus the supervisor does
not first need to have the name searched through the general
index. This procedure saves time and facilitates investi-
gations.

Field office and foreign
liaison office Indexes

Indexes are used in the field and foreign liaison of-
fices fcr the same general management purposes as headquar-
ters indexes. Although some information in field office in-
dexes originates at headquarters, most involves people who
are of interest only to the field office maintaining the in-
dex. Some of the photo indexes are uszed to show pictures to
witnesses or victims of crimes hoping to obtain leads on
suspects.

Field office indexes are in various forms. Some are not
set up in card or photo format like headquarters, but may in-
stead be copies of correspondence concerning individuals in
a particular subject area. Some field offices do not catalog
this information in alphabetical order. They may use other
identifying means, such as telephone number, race, height,
date of birth, or chronological order.



CHAPTER 2

IMPLEMENTING THE PRIVACY 2CT OF 1974

Since April 1977 the FBI's public notice of its main
records system--the central records system--has sufficiently
categorized the information it contains. To Lhe extent that
information contained in an index is {etrievable through and
part of a published system of recoréds, it is not necessary
for the FBI to consider each index a separate system of rec-
ords that must be individually published as such in the Fed-
eral Register. However, 63 of the 239 indexes 1/ we identi-
fied as being maintained 5y FBI headgquarters or field offices
for investigative purpcses w2re not fully retrievable from
a published system of recc:ds. The FBI should either destroy
ncnretrievable informat.on when permissible, separately
publish a notice for each of these indexes, or make the in-
dexes retrievable as part of an already published system of
records (such as the central records system).

REQUIRGZMENTS OF THE
PRIVACY ACT

The Privacy Act of 1974 reguires that agencies "publish
in the Federal Register at least annually a notice of the
existence and character of {eash] system of records."

The act defines a record as:

"k * * any item, collection, or groupiag of

. information about an individual that s main-
tained by an agency * * * and that contains
his name, or the identifying number, symbol,
or other identifying particular assigned to the
individual, such as a finger or voice print or
a photograph." 5 U.s.C. 552a(a)(4).

It defines a system of records as:

“* * * 3 group of any records under the control
of any agency from which information is retrieved

1/This total does not include 28 classified indexes. Three
of the 28 indexes were not fully retrievable through the
central records system. These 28 indexes relate to FBI
foreign counterintelligence investigative responsibili-
ties,



by the name of the individual or by some identify-
ing number, symbol, or other identifying particu-

lar assigned to the individual." 5 U.S.C. 552a(a)
(5).

The publication requirement of the Privacy Act has two
basic purposes. First, it provides notice about Government
records and, second, it describes access procedures. 1In gen-
eral, the notice function is met if (1) the public is in-
formed of Government recordkeeping practices about individuals
and (2) individuals are able to make reasonably informed deci-
sions about the likelihood cf the existence of records about
themselves. The description ¢f access procedures must include
an explanation of how an individual can obtain access to rec-
ords pertaining to him or her and how to contest the contents
of those records. A published notice that properly describes
access procedure is deficient if it fails to inform the
public about the nature of the Government record systems.

While the purpose of the Privacy Act is reasonably
clear, it is more difficult to state precisely what must
be included in the publication notice for any specific
systen of records. The Congress gave agencies considerable
discretion in defining and describing systems of records.

In its guidelines for implementing the Privacy Act
published in the Federal Register on July 9, 1975, the Of-
fice of Management and Buwdget suggests several factors for
agencies to consider in determining what should be includec
in a single system of records. These include:

--If small groupings of records are treated as separate
systems, notices and procedures will be required for
each. The publication of numerous notices, however,
may limit informational value.

--Ir a large comrlex of records is treated as a single
system, only one notice is necessary. But, the notice
may have tc be .xuch more complex.

--A major criterion for determining whether a grouping
of records constitutes one or several systems is the
ability of the ajency to respond to individual re-
quests for access to records.

SYSTEMS OF RECORDS PUBLISHED
BY THE FBI

The FBI published notices of 12 record systems in the
Federal Register.



1. The National Crime Information Center.

2., The FBI central records system.

3. The Bureau mailing list.

4. Routine correspondence handled by preprinted form.
5. Routine correspondence prepared without file yellow.
6. The electronic surveillance {ELSUR) indices.

7. The FBI automated payroll system,

8. The personnel information network csystem,

9. The Identification Division records system.

10. Employee travel voachers and individual record
earnings.

11. Employee health records.
12. Time utilization record-keeping system.

PROBLEMS WITH RECORD SYSTEMS
REPORTED IN THE FEDERAL R&ZGISTER

Central records system

The notice for the FBI's central records system itemizes
and explains several categories of individuals the system has
records on. It also makes reference to the general index for
access.ng those records. The notice does not list or men-
tion oy namne specific indexes (such as those discussed below
and listed in apps. III through V) which tha FBI uses in
managing anrd conducting its day-to~day operations.

The FBI has not published a separate rotice for each of
those indexes maintained by various headquarters divisions
and field office squads for daily use, because it considers
them to be part of the headquarters central records system
or the central records systems maintained by field offices
or foreign liaison offices. According to the FBI, these in-
dexes contain identifying information which duplicates in-
formation contained in, and retrievable through, central
records. Having separate indexes on iocation allows those
who routinely need related information to access them with-
out the time-consuming search of the general index, which
is usually maintained in a central location.



The Justice Department has not issued a written
opinion on the legal sufficiency of the central record
system notice published in the Federal Register in August
1975. 1In a November 14, 1975, letter, however, a Deputy
Assistant Attorney General, Office of Legal Counsel, listed
several factors that were considered in preparing the notice.
These included (1) the ability to readily retrieve informa-
tion upon request abcut an individual from the system and
(2) unncecessary duplication of notices.

Most cf the indexes we identified were used for the
same general purpose--an investigative aid--and contained
information retrievable through ~entral records. However,
some indexes contained information which was not retrievable
through centra. records or any cther published system of
records. These indexes might be treated as separate systems
of records for which separate notices would be appropiiate,

In addition to not publishing separate notices of the
various indexes maintained for daily management purposes,
the FBI's August 1975 publication notice of ‘ts central
records system--containing most of the info' ‘ation related
to these indexes--was very general. The system contains
about 6 million files in 191 classifications on about 20 mil-
lion individuals. Yet, the description of individual cate-
gories included in the central records system was very
broadly stated. For example, the principal description for
investigatory records was

"* * * jpdividuals who relate in any manner to
official FBI investigations including, but not
limited to suspects, victims, witnesses, and
close relatives and associates that are rele-
vant to an jinvestigation."

On April 28, 1977, subsequent to our analysis, the FBI
expanded ‘ts notice in the Federal Register on the central
records system. (App. II contains a copy of this notice.)
It now contains sufficient information about individual
categories to enable vne to more adequately determine what
records the FBI maintains. But as discussed latev in this
chapter, some records were not fully retrievable through
any of the published systems. These records should be re-
ported in the Federal Register as a separate system of
records, be made retrievable as a part of an already pub-
lished system of records, or fLave the nonretrievable infor-
mation in them destroyed when permissible.



Other record systems

Most of the other record systems the FEI listed in the
Fedcral Register do not concern. the investigative area;
therefore, we did not examine them during this review. The
only other published record systems in which we found indexes
of a. investigative natnre were the (1) ELSUR indices, (2)
the National Crime (nformation Center, and (3) the Identifi-
cation Division vecords system.

The indexes we identified as being related to the
National Crime Information Center and the Identification
Division records system were retrievable through the respec-
tive systems of which they were a part. The publication
notice for the ELSUR indices, however, lacks some details
which would give the public a better idea of what it in-
cludes.

The ELSUR index, maintained by FBI headquarters and
most field offices, was published as a separate record sys-
tem in the Federal Register because not all names in the
index are retrievable through the general index and central
records system. Although the FBI 1nitiated the ELSUR index
in 1966 at the direction of the Department of Justice, three
FBT field offices had initiated ELSUR indexes in 1941.

The field offices have been including in their ELSUR
index, and reporting to headquarters for inclusion in its
index, the names of all persons whose voices have been moni-
tored through an FBI microphone installation or a te.ephone
surveillance since January 1, 1960. (See app. III, p. 49.)
The names of monitored subjects are retrievable through the
headquarters or local field office ELSUR index.

Until 1969 field offices were also required to forward
for inclusion in the headquarters ELSUR index the names of
ail persons; mentioned during monitored conversations. Head-
quarters discontinued this requirement ir 1969, but scme
field offices still make up mention cards for inclusion in
their ELSUR index. Therefrre, the names of such persons,
to the extent they are maintained in field office ELSUR
indexes, are not retrievable thiough the headquarters ELSUR
index--a fact not set forth in th- published notice on ELSUR
indexes. The notice does not point out that ELSUR indexes
are maintairied in field offices which have conducted elec-
tronic surv2illance since 1960.



SOME INCEXES NEED TO BE
REPORTED IN THE FEDERAL. REGISTER
OR REVISED

Of the types of indexes which we identified as being
maintained at FBI headquarters, field offices, and foreign
liaison officcs, several contained some names and information
which were not retrievable through the respective central
records system or any other published system of records. The
FBI should separately publish the name, nature, and character
of such index in the Federal Register, destreoy nonretrievable
information which they contain, or make them fully rectrievable
through an already published system of records (such as the
central records system).

Fourteen indexes maintained at FBI

headquarters are nonretrievatble

We identified 71 investigative indexes maintained at FBI
headquarters by various divisions. Some indexes consist of
note cards containing various identifying information, some
are computer iapes, and others consist of photo albums con-
taining pictures as well as identifying information. Appen-
dix III contains a listing and brief description of the in-
dexes.

Fourteen indexes were not fully retrievable through the
centreal re~ords system or any other system which the FBI
publicized in the Federal Register. These are the index
on asscciates of the Drug Enforcement Administration's (DEA's)
class I narcotics violators, the White House special index,
and computerized listings of data related to 12 major investi-
gations conducted by the FBI.

Index on associates of DEA's
class I narcotics violators

The FBI assists DEA and State and local narcotics control
agencies throughout the country by developing and disseminat-
ing intelligence data concerning illicit drug trafficking.

In Novemb>er 1976, in connection with this role, DEA supplied
FBI headquarters with a computer printon¢ of its class I
narcotics violators. These are peop.e known to manufacture,
supply, or distribute large Juantities of illicit drugs. DEA
also supplied a printout of known associates of these class I
violators. Information on both the violators and associates
was sent by FBI headquarters .z all fjield offices and two
major resident agencies.



Both FBI freadquarters and field offices included the
class I violatcrs in their general indexes. They did not
include the violators' associates in the general index,
however, because of the lack of (1) sufficient identifying
information and (2) any significant investigative interest.
The names of associates, alcong with the corresponding
names of violators, are kept on a separate list and are not
retrievable through central records.

White House special inde:

This index, still actively maintained, was initiated
during Fresident Dwight D. Eisenhower's administration to
tacilitate security checks on White House appointees, staff
members, visitors, and guests. When the President is having
visitnrs or guests in or is considering appointments to Gov-
ernment jobs or White House staff, the White House security
office usually sends their names to the FBI for security
checks. 1If the person has a file, it is reviewed. Any
adverse or derogatory information is reported by memorandum
to the White House.

The separate index of persons the White House has an
interest in consists of cards with the name, the date the
search was made, the type of White House function or pcsi-
tion to which appointment was being considered, and the FBI
file number, if one exists. Should a search of the general
index determine a "no record," a card is prepared for the
White House special index indicating this. The names of
such persons with no record are not included in the general
index and thus are not retrievable through the headquarters
ceatral records system.

Whea the FBI receives a name from the White House, it
first searches the special index to see if the subject was
checked previously. 1If he or sk was and the central records
System contains information orn the subject, the FBI can im-
mediately call for the file. Then it has only to determine
whether information has been added to the subject's file
since the last request from the White House. If nothing was
found in a prior name check performed for the White House,
the FBI can limit its search to the time period since the
last search.

FBI officials gave two reasons for Ccreating a separate
index on persons the White House has an interst in. First,
many names are referred more than once and, second, the
name checks or searches must often be performed quickly--
sometimes w.thin an hour.

10



Headquarters computer listings on
major cases contain some
nonretrievable names

For major cases or investigations, the FBI establishes
special indexes to keep track of all the information. The
President John F. Kennedy assassination, the Patricia Hearst
kidnapping, and the James Hoffa disappearance are examples of
such cases. Usually the field superviscr of a major case
sets up an index card system to facilitate assigning and
keeping track of investigative leads without having to
search the qgeneral index. The number of major case indexes
we identified in the field offices and the related retrie-
val problems are discussed on pages 13 and 14.

Because of the complexity of some major cases, FBI
heaquarters computerizes certain information to facilitate
its administration. The field offices submit to headquar-
ters the names of people on whom information is developed in
conjunction with a major case. Thev also provide license
plate numbers, evidence, and any other pertinent information.
Headquarters then computerizes the information and usually on
a monthly basis provides the field offices with a printout
for each case. It shows the names of persons related to the
investigation in alphabetical order, a brief summary of the
information attributed to this person, and a reference to
the location of the information in the headquarters central
records or field office files. We identified 12 such com-
puter listings.

Although the computer printout is generated as a head-
quarters service to aid the field offices investigating major
cases, copies are maintained at hnadquarters and used by
supervisors responsible for overseeing such cases. The
names on the computer listings are often included in tue
headquarters general index and thus retrievable through its
central records system. 1In some instances the names would
not be considered necessary for future retrieval by head-
quarters. They would therefore not be included in the head-
quarters general index and thus not be retrievable through
the central records system. All 12 computerized listings
we identified at FBI headquarters were not fully retriev-
able through a published system of records.

Forty-nine indexes maintained by FBI
fieid offices are not fully retrievable
through a published system of records

The FBI's notice in the Federal Register indicates that
each field office has its own records system and that not all
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information at the field office is retrievable at headquar-
ters. Therefore, we surveyed the FBI's 59 field offices to
determine (1) what indexes they maintained and (2) whether
they maintained information on individuals in any indexes
that are not retrievable through the field office general
index.

We identified 158 indexes maintained in various forms
by the 59 field offices. Appendix IV contains a listing and
description of these indexes.

Although a few of the FBI's approximately 495 resident
agencies which support the field offices maintain special in-
dexes for investigative purposes, they do not have a central
records system or a general index. They generally use the
cognizant field office special indexes and central records as
needed.

The indexes most often kept by resident agencies are
related to fugitive areas and include wanted flyers, identifi-
cation orders, and check circulars. They are generally re-
trievable through the cognizant field office general index.
One larger resident agency did maintain a couple of the name
indexes we identified in several field offices, and this
information was retrievable through the appropriate field
office's central records system.

The names and basic information in most of the field
office indexes we identified are retrievable through a
published system of records, namely the general index and
central records system of that office. As indicated in
appendix IV, however, we identified 49 indexes in the field
offices of which some or all of the names and other infor-
mation were not retrievable through the field office general
index and central records system.

For example, not all of the names of persons included
in the bank robbery album maintained by some field offices
are in the general index, and they would not be retrievable
through the field office central records system. The album
might contain information furnished by an informant on a per -
son who has never been arrested for bank robbery. It might
contain a photo furnished by the local police with some
basic identifiers on a person who has been convicted of
armed robbery and thus is a potential bank robber.

The information in a fe+ indexes may not be retrievable
because of the manner in which it is filed. For instance,
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1n some field offices the bank rnobbery album is not filed
by name, but by various physical descriptions--usually race,
height, and date of birth. A few indexes are also filed by
such classifications as telephone number or chronological
order. This makes it difficult to retrieve the information
based on a request which contains only a name.

The Privacy Act's definition of "system of records"
is not specific as to the meaning of the language "* * * re-
trieved by the name of the individual * * * or other identi-
fvin articular assigned to an individual." (Underscoring
added for emphasis.) For this reason, we cannot conclude
that all indexes containing information retrievable only
by physical description, phoune number, or chronological
order are reportable as a separate system of records even
though they are not fully retrievable in the general index.
We believe that generally, however, if certain data related
to a person is important enough to be placed in a special
index, the names are important enough to be included in
the general index--thus making chem retrievable,

Major case indexes in some field
offices are not retrievable

As discussed earlier, field offices maintain special
indexes to administer major cases or investigations. oOf
the 158 field office indexes, 68 related to major cases
with 22 major case indexes containing names which were not
fully retrievable through the general index. Major case
indexes are included in appendix 1IV.

The retrieval of major case indexes varied by field
office because of different practices. Some offices used a
dual card system when placing a name in a major case index--
one card for the special index and one for the general index.
Some offices only made up a card for the major case index.
Other offices made up cards for the major case index and the
general index on those names considered pertinent for future
retrieval. 1In a few major cases having only one index card,
the major case index cards that were relevant would be placed
ii. che general index at the conclusion of the case and the
rest would be destroyed.

We identified only one major case irdex that was totally
Separate from the general index--that of the President Kennedy
assassination, Jack Leon Ruby, and Lee Harvey Oswald case.
According to the FBI in the Dallas field office, this index
is searched in connection with information regquests under the
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Privacy Act and Freedom of Information Act, and all relevant
names and information on the index have also been reported to
FBI headquarters and included in the headquarters central
records,

Informant indexes in two field offices
are kept separately

In November 1976 FBI headquarters notified its field
cffices that they could remove all informant index cards
from the general index if security reasons warranted it.
Two field offices had done so as of February 1977.

The field offices were instructed that separating
their informant cards from the general index would require
searching both indexes to comply with requestes under the
Privacy Act and Freedom of Information Act. Therefore,
even though the two indexes atre physically separated for
security reasons, the FBI considers them to be, and treats
them as, part of the general index.

All indexes maintained by foreign
liaison offices are retrievable

The FBI has 13 liaison offices in foreign countries to
insure a constant and prompt exchange of information and
assistance between foreign law enforcement and security agen-
cies and the FBI. As with the FBI's field offices, we sur-
veyed the liaison offices to determine the indexes thev main-
tained. We identified only 10 indexes, and all of the names
and information included in them was retrievable through
their general index. The indexes we identified are listed
and described in appendix V.

CONCLUSIONS

Because of the lack of descriptive detail, the August
1975 notice in the Federal Register of the FBI's central
records system functioned ineffectively as a public record
of the system's nature and character. While the notice
provided the public with information to request access to
records, to be more effective it needed to be expanded to
include more descriptive detail about the categories of
individuals on whom records are maintained. We believe
the expanded notice published in the Federal Register on
April 28, 1977, now contains sufficient information about
the categories of individuals included in the central rec-
ords system to enable an individual to more adequately
determine what records the FBI maintairs.

14



While a separate notice for each index would also be
consistent with the Privacy Act and could further improve
the "BI's disclosure -~cocedures, the FBI's decision to treat
all its indexes as part of the central records system or any
other published system would be a reasonable exercise of the
FBI's discretion, providing the indexes are retrievanle
through the system they are a part of. As cshown in appen-
dixes III and IV, however, 63 indexes are not fully retriev-
able through the headquarters or field office central records
systems or through other published systems. The FBI should
either publish a separate notice for each of those indexes,
destroy when permissible nonretrievable information in them,
2r make the indexes retrievable as part of an already pub-
lished system of records.

Although the publication notice in the Federal Register
lists the ELSUR indices as a separate system of records, it
does not disclose that most field offices maintain an ELSUR
index. The current notice would be more effective if it were
amended to point this out. Also, some field offices include
on their ELSUR indeies the names of persons mentioned during
monitored conversations. Since 1959, however, these names
are not reported to FBI headquarters and thus are not retriev-
able through its ELSUR index.

When FBI officials learned that several indexes we had
identified were not fully retrievable through a published
system of records, they incorporated a procedure to check
the use and status of special indexes as part of the FBI's
periodic inspection of its headquarters divisicns, field
offices, and foreign liaison offices. This procedure has
been in use since January 1977 and includes an evaluation of
whether the indexes are retrievable through the o:zneral in-
dex. If the inspection staff continues to evaluate indexes
as part of its periodic inspections and its findings and
recommendations are enacted, the FBI will be better assured
of being in compliance with the Privacy Act.

In addition to its periodic review of indexes, the FBI
should take action with regard to those indexes that are nct
retrievable through a published system of records. We be-
lieve this can be accomplished by making such indexes re-
trievable as part of an already nublished system, publishing
a separate notice for each index or destroying when permis-
sible the nonretrievable information they contain.
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To avoid future discrepancies among field offices re-
garding retrieval of the same types of indexes, such a&s the
major case indexes, FBI headquarters should issue standard
policies and procedures on establishing and handling in-
dexes.

Finally, we believe the FBI should consider conducting
a review of the indexes it maintains for administrative pur-~
poses, particularly since those indexes were not included
in our review, to insure that problems similar to those
cited in this repurt do not exist.

RECOMMENDATIONS

We recommend that the Attorney General require the FBI
Director to:

--Initiate one of the following actions with raspect to
indexes having nonretrievable information.

.+ Make nonretrievable names and other information
on special indexes retrievable as part of a
system of records already published in the Fed-
erazl Register (such as the central records sys-
tem).

2. Publish a separate notice in the Federal Regis-
ter for each nunretrievable special index.

3. DMestroy when permissible the names and other
information in special indexes that are not
retrievable through a published system of
records.,

--Issue standard policies and procedures for establishing
and handling special indexes to insure compliance with
the Privacy Act.

--Amend the current notice in the Federal Register to
State that ELSUR indexes are maintained in some FBI
field offices as well as at headquarters and that the
headquarters ELSUR index and some field office ELSUR
indexes contain mention cards.

Because of the problems we noted concerning investiga-
tive indexes, we further recommend that the FBI study the
special indexes it maintains for administrative purposes to
insure that similar problems do not exist.
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AGERCY COMMENTS AND ACTIONS

The Department of Justice and FBI generally agreed with
the findings, conclusions, and recommendations in this re-~
port. (See app. VI.) They agreed that the Congress needs
¢t have detailed knowledge of the FBI's indexes and record-
keeping practices to be in a position to consider appro-
priate legislation.

To insure full compliance with the provisions of the
Privacy Act of 1974, the FBI has instructed all headquarters
divisions and field offices to check all of their indexes
and to take one of the three recommended options to make
their incdexes comply with the act.
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CHAPTER 3

SCOPE _OF REVTEW

To identify the various indexes the FBI maintains for
investigative purposes, we obtained information from FBT
headquarters, the 59 field offices, and the 14 FBI foreign
liaison offices. Following the identification of the head-
quarters indexes, we sent a letter to all field offices and
foreign liaison offices requesting that “hey list and ex-
plain the indexes they maintain. A second. letter was sent
in the form of a checklist to be filled cut by the field
offices and liaison offices. The checklist consisted of
all the various indexes, such as photo albums and control
files, listed by the field offices in their first response.
The checklist response was necessary because of the poten-
tial misinterpretation of what an index is. We also had
telephonic followup with the field offic2s on areas needing
further clarification and visited four field offices--
Atlanta, Chicago, Jacksonville, and New York--to discuss
the indexes they maintained.

We did not include in our review indexes the FBI main-
tains for administrative purposes. Nor did we include in-
dexes involving only foreign nationals, because only U.S.
citizens and aliens admitted for permanent residence are
covered by the Privacy Act. Also, we did not evaluate the
merits of the indexes.

We analyzed the adequacy of the FBI's publication notice
for the central records system and other published systems
of records in which we found investigative indexes. We ad-
dressed two points: (1) whether the Privacy Act requires
that the FBI publish a separate notice for each index it
maintains and (2) whether the FBI's notice for the central
records system and other systems should provide more details
about the categories of information it contains.
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L ZUG, N.Y., CHAIRWOMAN SAM STEIGER, ARZ.
ype o CLARENCE J. BROWN, ONIO
PAUL N, MC CLOSKEY, JR., CALIF.

fé::‘“i”:%:ﬁi"m NINETY-FOURTH CONGRESS PYreT]
oA Congress of the United Seates
Fouse of Representatives
GOVERNMENT INFORMATION AND INDIVIDUAL RIGHTS
SUBCOMMITTEE
OF THE

COMMITTEE ON GOVERNMENT OPERATIONS

RAYBURN HOUSE OFFICE BUILDING, RooM B-349-B-C
WASHINGTON, D.C. 20515

November 19, 1975

Honorable Elmer B. Staats

Comptroller General of the United States
U.S. General Accounting Office

441 G Street, Northwest

Washington, D.C. 20548

Dear Mr. Ccmptroller General:

Enclosed is a copy of an opinion of the American Law Division
of the Library of Congress concerning the filing, pursuant to the
Privacy Act of 1974, of notice of the existence of Federal Bureau
of Investigation systems of records. The opinion finds that the
FBI's "Administrative Index" meets the Privacy Act's definition of
a system of records and that the FBI's notice for the Central Records
System does not adequately describe that system.

In your statement to the House Judiciary Subcommittee on Civil
Rights and Constitutional Rights on September 24, 1975, you mentioned,
at p. 20 of your typed statement, that the FBI maintained various
"lists of individuals subject to intensified investigative interest
because of their leadership roles, potential for violence, or in some
cases, organizational affiliation." You refer specifically to the
"Administrative Index" (which is the subject of the Library of Congress
opinion) as well as ''the Agitator Index', '‘the Stop Index' and the
""Computerized Teleohone Number Index'. You also state that the "Key
Activist" and the "Key Extremist' programs fall within the category
of programs connected with the maintenance of lists of persons.

In view of the opinion that the FBI should separately list the
"Administrative Index" in conformity with the requirements of the
Privacy Act, and in view of the revelation in your testimony of the
existence of these additional lists, I would iike the GAO to undertake a
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Honorable Elmer B. Staats
November 19, 1975 Page 2

survey and description of all such lists maintained by the FBi. I
would like the GAO to deteTiine whether there exist any additional

FBI 1lists or indexes such as the "Administrative Index" and the others
referred iv in your testimony,

Please have your staff contact Timothy Ingram, the Subcommittee
Staff Director, 225-3741, concerning this request,

Sincerely,

Enclosure
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Congressional Research Service
Washiigton, D.C. 20540

November 11, 1975

To: House Goverrment Information and Individual Rights
Subcommittee

From: American Law Division

‘Subject: Whetheor Jusiice Department Provided Notice of Existence of

Security Risk File Adequate to Meet Requirements of "PPriv acy
Act of 1974, "

This will refer to your request of October 29, 1975, in whicl
you asked whether the Justice Department is required by the "Privicy Aot
of 1974" (Pub,L. 93-579, December 81, 1974, 88 Stat. 1896, 5 U.S.C.
sec. 552a) te, provide nolice in the Federal Register of the exisience ol
what they describe as an "administrative index" of persons believed to posu
a threat to national security,

The "Privacy Act" requires each agency maintaining a systen: of
records, among other things not relevant to this report, io publish .
least annually in the Federal Register a "notice of the existence and chnge-
acter of the system of records' which shall include factors suchas the na.we:
ard location of the system, categories of individuals whose records i
maintained in the system, caitegories of records maintained in the sysiens,
routine uses to which the records are put, and the policies and peaciice..
of the agency with regard {o storage, retrievability, access, rctontion g
disposal of the records. 5 J.S.C. 3552a(c }4).

The existence of tte "in. x" was disclosed to ihe House Civii
Liberties Subcomn»itice in a memorandum by I, B.I. Director Clavence R,

Kelley declassified and released by the Subcorimittee on October 22, 197y,
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The sysiem contains the names of more than 1200 persons who were de-
scribed asg having

exhibited a willingness or capability of engaging
in treason, rekcliion, sabotage, espionage, as-
sassination of govei. ment officials, terrorism,
guerilla warfare or other acts which would re-
sult in interference with or a threat to the sur-
vival of national, -tate or local government.

New York Times, October 23, 1975, p. 13;
Washingtion Post, October 24, 1°75, p. A2, quo-
g irom F Lemorandum.

The Justice Department did not provide separate notice for this

"administrative index' in its annual "Notices of Systems of Records" pub -

lished in the Federal Register on August 27, 1975, in accordance with the

requirements of Sec. 3(el4) of the "Privacy Act'" (5 U.S.C. sec, 552 (e)
(4)). The Department has claimed that since these records are duplicates
of some of the records contained in the larger 'F,B,I. Central Records
System, " it is not a separate system. It is contended that since notice
was given of the central files system from whica all security risk records
were acquired (see 40 Fed. Reg. 38768, August 27, 1975), the "Privacy
Act" notice requirement had been fulfilled and a separate notice need not
be given to duplicates of part of the system and the specializcd securily
risk index wit. which portions of the whole file could be reirieved,

An examination of a description of the types of records involved,
the language and history of the "Privacy Act', and the authoritative inter-

pretation of thai Act provided by the guidelines issued by the Office of
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Management and the Budget for implementation of the Act* indicate that
the Justice Department is required by the "Privacy Act' to publish clear
notice of the existence of the system of records listing persons coudidered
to pose a danger to the national security even though the records com-
prising the system are also included in the noticed "F.B.I. Ceniral Re-
cords System." As will be shown by this memorandum, this list mecets
the Act's definition of a system of records which is inadequately described
in the notice for the "Central Records System. "

The so-called "inuex" is comprised of cards on which are printed
the nanies, background information, file numbers and alleged activity in
which the individual is engaged which provide the rationale for defining,
the subject as a security threat. The individual cards would clearly be
“records" under the '"Privacy Act' since each one is "a collection, or
grouping of information about an individual that is maintained by an ageney,
including but not limited to his...criminal or employment history and thag
contains his name, or the identifying number... or otlics idontifying pacti-
cular assigned to the individual,.." § 0,8,C.sce. 5520%a (1), The seeavity

file would also constitute a "system of records" under the Aci--"a group

*Sec. 6 of the "Privacy ActV requires the Office of Management and i ., -
get to ''develop guidelines and regulaiions for the use of agencies in iuaple-
mentinﬁr the provisions of section 552a of title 5, United Staies Code!
and to 'provide continuing assistance to and oversight of implementation
of the provisions of such section by agencies, "
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of any records under the control of any agency from which information
is ratrieved by the name of the individual or by some identifying number,
symiol, or other identifying par .icular assigned to the individual," 5
U.S.C. sec. 552a(a)(5). Even if the records could only be reirieved from
the central file, the existence of an index alone, with which those records
involving security risks could be segregated from the larger collection,
would constitute a system of records,

Since this information is clearly covered by the '"Privacy Act,"
the crucial remaining issue is whether this system of records is a secp-
arate system requiring separate notice or is merely part of the "F.B.I.

Central Records Systems.'' If the records are determ‘ned to be only a
component of the larger central records, then a determination would have
to be made as to whether the published notice adequately described this
component,

Although the agencies are given wide discretion in defining what
coastitutes a separate system, thefact that all of the records in one system
were derived from another system does not necessarily mean, as the Jus-

tice Department asserts, that the smaller collection of records is not a

gseparate system. The OMB guidelines conclude that

The purpose(s) of a system is the most impor-
tant criterion in determining whether a systein
is to be treaied as a single system or several
systems for the purposes of the A:t. If each
of several groupings oi agency reccrds is uscd
for a uniquc purpose or sctof purposes,...cach
may appropriately be treated as a separate sys-
tem. 40 Fed.Reg. 28962-28863(July 9, 1975).
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The Federal Register notice of the "F. B. 1. Central Records Sys -
tem' in which the security system is purporied to be included provides
some evidence that the security list is distinctive frora the other fiies
in the index. The categories of individuals included in the Central sys-
tem are described as:

a. Individuals who relate in any manner to of -
ficial F,B.I. investigations including, but not
limited to suspects, victitns, witnesses and
close relatives and associates Lhat are relevant
to an investigation,

b. Applicants for and current and former per-
somnel of the ¥, B.I,... or persons related to
personnel matters,

c. Applicants for and appointees to sensitive
positions in the United States Government and
persons...considered relevant to the investiga~
tion.

d. Individuals who are the subjec’ of unsolicited
information, who offer unsolicited information,
request assistance, and make inquiries concern=-
ing record information, including general cor-
respondence,, .

e. Idividuals, associaled witn administrative
operadions orgervieey including., oo contenctor, ,

Only one of the above categories, "a", would encompass the iype
of record included in a "security watch system.' As can be seen above,
category "a'" includes a wide range of criminal suspects, convicts, victims
and witnesses, The kidnapper, bank rebber and their vie thns and witnesses
to their crimes, in most cases, would differ substantially from the 1200
persons who, because of characteristics that the F.B.I. belicves make

them dangerous to the national security, can be accessed from the central
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records for special forms of political surveillance or other treatment dis-
tinctive from other types of suspects.

The unique claracteristics of the subjects of the national security
threat list are emphasized by the originsof this system whichclearly demon-
strate that it was created for a unique purpose that sets it apart from
other criminal or personnel fi"es. Its nucleus was developed prior to 1971
when the F,B.I. maintained a detention list of persons who, under the
authority of the "Internal Security Act of 1950,' Ch 1024, title II, §100-13,
64 stat, 1019, Sept. 23, 1950, would be subject to incarceration in the event
of a netional emergency. The Justice Department has claimed that this
index was discontinued in September, 1971, after that Act was repcaled, but
some F.B.I. sources have said that names in the old system, which at its
peak contained as many as 15,000 names, were included in the present in-

dex. See New York Times, supra. Even though present law no longer pro-

vides specific authority for the incarceration of persons thought to pose a
national security threat in case of a national emergency, Director Kelley's
- memorandum to the House Committee stated that the security threat system
was maintained and continuously revised and updated to provide 'a record
of individuals who would merit close investigative attention pending legal
steps by the President to take further action' if there was a national emer-
gency.
The hearings, primarily by the Senate Constitutional Righis Sub-
committee and the Hous: Governmenti Operations Comrittee, reports and
debate that preceded enactment of the '"Privacy Act of 1974'' made abundant-

ly clear Congress' concern over the effect of secret files on the rights
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of individuals who could not even know that potentially damaging information
existed and was being widely disseminated, much less challenge informaution
believed to be erroneous., In the "Privacy Act,' Congress specificaliy
found

ineorder to protect the privacy of individuals iden-

tified in information systems maintained by Ied-

aral agencies, it is necessary and proper for

Congress to regulate the collection, maintenance,

use, an! dissemination of information by such a-

gencies. sec 2(a)(5).
The first purpose of the Act was siated to be to:

permit an individual to determine what records

pertaining to him are collecied, maintained, used,

or disseminated vy such agencies; sec, 2(b)Q1).
For this reason, although many sensitive systems, such as C.I.A. tai law
enforcement sysieme, are exempt from requirements such as those peermit-
ting an individual to see his own record, no sysiem is exempt {rom iiw no-
tice recuirements of section 3(e}4)XB), the requirement that all agencies
must repart ''the categories of individuals on whom ruecords are main-
tained in the system."

The OMB guidelines clearly recognize the purpose of ihe notice

requirement when they stute:
Agencies shoult keep in mind that’ a major pur-
pose of the Act is ot the restructuring of existi-
ing systems of recoius, but rather the publiciz-
ing of what those systems are and how they are
used, 40 Fed.Reg. 28963(July 9, 1975).

Congress showed particular sensitivity to and concern over re-

cords that could be considered to endanger First Amendment rights. See,

27



APPENDIX I APPL.DIX I

for example Senate Judiciary Committee, Subcommittee on Constitutional
Rights, Hearings on S. 2318, '"The Freedom from Surveillance Aci of
1973." 93rd Cong., 2nd Sess., April 9, 10, 1974. The 'Privacy Act"
specifically prohibits the maintenance of records "Deseribing how any in-
dividual exercises rights guaranteed by ti.e First Amendment unless ox-
pressly authorized by statute...or unless pertinent to and within the scope
of an authorized law enforcement activity." sec, 3(e)(7).

Even though F.B.I. Director Kelly's memorandum to the liouse
Judiciary Subcommittee denied that subjects were included in the security
system solely because of their stated opposition to Government policies
or because of their membership in a subversive organization, it is likely
that a person's political views or associations would have some iniluence
over whether he was included in the system. The old security index was
reported by the Times to have at one time contained the nemes of virtual-
ly all known members of the Communist Party. Because of the largc numi-
ber of Communists included in the original system, it is likely that nmany
members of the Commuaist Party are still included in the system. Wiile
the maintenance ofnational security ile maybe justifiable as a law enforce-
ment activity, Congreess!' sensitivity to twifs type of political intelligence
file would indicate an intention that clear notice be provided of its exist-
ence,

While the OMB guidelines would permit 'a large complex of re-

cords' to be treated as a single system, they specify that the '"notice wnd
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the procedures may be considerably more complex' than if each small
grouping of records were treated as a separate system. 40 Fed.Rcg.
28962(July 9, 1975), The notice given does not provide the necessary
specificity., The fact that one could read the notice and nct suspect that
records are maintained within this system on persons who are under sur-
veillance as security risks shows that the notice does not meet the [unction
of alerting the public to existing systems and of informing Congress so
that its regulatory function with regard to sucl personnel information can
be preserved., Since this type of record may oe more subject to abuse
then most routine personnel files andis clearly distinct from other systems
of records includedinthe Centre} Records, separate notice would be desir-
&ble, As a minimum, the law would seem to require that, if the Justice
Department were to continue to treat all these records as a unified system,

a much clearer and detailcd notice be issued, if not a separatc notice.
el ;
PV o
o \
E. Jeremy Hutton
Legislative Attorney
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REVISED NOTICE OF FBI'S
CENTRAL RECORDS SYSTEM

IN TUE FEDERAL REGISTER 1/

DEPARTMENT OF JUSTICE

Office of the Attorney General
[Order No. 724-7"|

PRIVACY ACT OF 1974
Systems of Records; Correction

In F.R. Doc. 77-12097 appearing at
page 21668 in the issue of Thursday, Apvi)
28, 1977, the following paragraph was
omitted from the description of the cate-.
gories of records for JUSTICE/FBI-002.
titled “FBI Central Records 8ystem.”

The FBI Central Reccrds System—the
FBI utilizes a central records system of
maintaining its investigative, personnel,
applicant, administrative, and general
files. This systém consists of one numeri-
cal sequence of subject matter files, an
alphabetical index to the f'es, and a sup-
porting abstract system to factlitale
processing and accountability of all im-
portant mail placed in file. Files kept in
FBI field offices are also structured in the
same manner, except they do not utilize
an abstract system.

Pursuant to the authority vested in me by
6 U.B.C. 652a, the desoriplion of categories
of records printed below replaces the exist-
ing one and is hereby adopted.

Dated: May 11, 1977.

GrrIN B. RruL,
Attorney General.

1l/Underscored portion represents what was initially
published in the Feaderal Register on August 27, 1975.
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JUSTICE/FE1-002

Bystem name;
FBI Central Records System.

ARSLICE 01 Tecorgs 11 W9
Lhe FBI Cenfrel Becords Svgte

) J ener
LISE. L0 svatan) GONNIAte OF 886 NUIHel 1~

] sequence of subiect mafter Sles
habetical Index to Dhs fles. and

supporting abs yebem
processing ahd accountabilly ol &)
portany may piated iy

B1 TIeld oliics
[z8 gD gDstract ayatein
‘ h'n,"mr"_" lassifications rut:::

its basic Aling system. They pe
g;m?nruy to Federal violations over
which the FBI has investigative jurisdio-
tion. However, included in the 191 clas-
sifications are personnel, applicant, and
sZuministrative matters to facilitate the
averall flling scheme. These classifica-
tions ave ns follows (the word “chsolete”
following the name of the classificution
indicates that documer s are no longer
being filed under this ieading) :

CLASSIFICATIONS
. Schools: Natioual Academy
l"rr“'m“‘n‘ FBI Natiohal Acsdemy Ap-

plicants
. Neutrality Matters.
. Overthrow or Destruction of the Gov-
srnment
4. National PFirearms Act; Federal Pire-
arms Act; State Firearms Control As-
1at, Act; U ful P or
Reoeipt of Firearms
8. Income Tax.
0. Interstate Tranaportation of Strike-
breakers
7. Kidnapt.
8
]

ng
. Migratory Bird Act
Extortion
10. Red Cives Act
11. Tax (Other than Income)
13. Narcotios
13. Miscellaneous National Defense Act;
Prostivution; Selling Whiskey Within
Army Camps (obsolete)
14, Sedition
18. Theft-from Interstate Shipment
18. Violstion Federal Injunction (obsolete)
17. Veterans Administration M
18. May Act
18. Censorship Matters (obsolete)
20. Federa! Grain Standards Act (obsolete)
21. Food and Drugs
22. National Motor Vehicle Traffic Act (ob-
solete)
23. Prohibition
24. Profiteering (obsclete)
28. Selective 8ervice Act: Seleciive Training
and Service Act
28. Interstate Transportation 5f 3tolen Mo-
tor Vehicle; Interstate Transportation
of Stolen Aircraft
27. Putent Matter
3€. Copyright Matter
26. Bank Fraud and Embezziement
30. Interstate Quarantine Laws (onsolete)
31. White Slave Traffic Aci
32. Identification (Fingerprint Matters)
33. Unifertn Crime Reporting
34. Violation of Lacy Act (obsolete)
36. Civil Service
46 Mail Fraud
37. False Claims Against the Government
(obsolete)
38. Application for Pardon to Reators Civil
Rights (obsolete)

NOTICES

2. Palsely Claiming Cftizenship

40. Passport and Visa Matter

41, Explosives (obsolete)

43. Dessrter; Dasortey, Harboring

43. lllegal Wearing of Uniform: Fals Ad-
yortising or Misuse of Names, Words,
Emblems or Insignie; Illegal Manu-
facture, Use, P , or Bale of
Emtiams and Insignia; Illega! Manu-
facture, Possession, or Wearing of
Civil Defense Insignia Miacellaneous,
Forging or Using Porged Certificate of
Discharge from Military or Naval Serv-
ice; Miscellaneous, Palsely Making or
Forging Naval, Military, or Offolal
Pass; Miscellaneous, Forging or Coun-
terfeliing Seal of Department or
Agency of the United States; Misuse
of the Great Scal of the United States
or of the Seals of the President or
the Vice Prestdent of the United
States; Unauthorized Use of “Johnny
Horizon" Symbol; Unauthorized Use
of “Smokey Bear” Symbol

44. Civll Rights; Civil Rights, Election
Laws, Civll Rights, Election Laws,
Voting Rights Act, 1085

45, Crime on the High Seas {Includes stow-
AWAYS OR boats and aircraft)

48. Fraud Against the Government; Anti.
Kickback Statute; Dependent Asaist-
ence Act of 1950; Palse Claims, Civil;
Federa)-Ald Road Act; Lead and Zinc
Act; Public Works and; Econoinic De-
velopment Act of 10435; Renegotiation
Act, Criminal; Renegotiation Act,
Civil; Trade Expansion Act of 1083;
A Y t Comp ti Stat-
utes; Economic Opportunity Act

47. Impersonation

48. Postal Violation {Except Mail Praud)

49. National Rankruptcy Act

50. Involuntary Servitude and Slavery

51. Jury P'anel Investigations

63. Theft, Robbery, Embezzlement, Nlegal
Possession of Destruction of Govern-
ment Property

53. Excess Profits on Wool (obsolete)

54. Customs Laws and Smuggling

55. Counterfeliting

53. Election Laws

57. War Labor Disputes Act {obsolete)

88. Bribery; Conflict of Interest

89. World War Adjusted Compensation Act
(obsolete)

60. Anti-Truat

€1. Treason or Misprison of Treason

62. tholuneou.s—lncludmx Administra-
tive Inquiry (formerly Misconduet In
Office)

63. Miscellaneous. Non-Subversive, {nclud-
ing: Black Market In Railroad Tickets
(obsolete); Clvil Aeronautics Act {ab-
solete); Eignt-Hour-Day Law; Faderal
Judictary Investigations: Federal Ju-
venile Delinquency Aut: Kickback
Racket Act; Lands Division Matter
(Condemnation Proceedings); Misoel-
laneous—Civil  Suit; Miscellanesus.
OP.A. Violatlon (Civil) {obsolete) ;
Miscellaneous— Wage and Hour Law
(Fair Labor Standards Act of 1938);
Soldlers and Sailors Civil Relie! Act
uf 1840; Tarift Act of 1930; Top Hood-
lnm Coverage. Unreported Intorstate
Shipment of Cigarettes; Federal Ciga-
rette Labeling and Advertising Act

64. Foreign Miscellaneous

85. Espionage

688. Administrative Matters

687. Personnel Matters

08. Alaskan Matters (obsolete)

89. Contempt of Court

70. Crime on Indian Reservation; Inducing
Conveyance of Indian Trust Land;
Crime on Government Reservation:
Embezzlement or Thett of Indian
Property

T1. Bills of Lading Act

APPEPDIX II
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73. Obstruction of Criminal Inveatigations
T3. Application for Pardon After Comple-
tion of Ssntence and Application for
Executive Clemency
Perjury
Bondsmen and Sureties
KEscaped Fodersl Prisoner: Escape and
Rescue; Probation Violator; Parole
Violator; Mandatory Release Vioiator
77. Applicants (Special Inquiry, Depart-
mental and Other Government Agen-
cles, except those having special clas.
sifications)
78. Illegal Use ot Government Transport -
tion Requesta
9. Missing Persons
80. Laboratory Research Matters
81. Gold Hoarding (obsolete)
. War Risk Insurance (National Service
Life Insurance) (obsolete)

4.
78.
76.

Polerul Lending and Insurance Agencies

Interstate Transportation of Stolen
Proper.y (Praud by Wire. Radlo. or
Television)

. Unlawfu! Flight to Avotd Prosecuting,
Custody, or Confinement: Unlawful
Flight to Avold Giving Testimony

Assaulting or Killing a Pedersl Officer.
Congresslonal Assassination Statue

90. Irregularitics in Fedorai Penal Instif-

tions
91. Bank Burgiary;
RobLery

92. Anti-Racketeering; A.R.. Lea Act; AR,
Interference with Government Com-
“aunications System: A.R., Hobbs Act

03. Ascer:ilning Financial Abllity

94. Ressarch Matters

95. Laboratory Cases (Examinaiton of Evi-

dence in Other than Bureau Cases)

96. Alien Applicant (obsolete)

97. Reglstratioa Act

98. Babotage

90. Plant Survey (abgolste)

100. SBubversive Matter (Iudividuals); I t.y.

nal Security (Organization)

101. Hatch Act (obsolete)

. Voorhls Act

203. Intorstate Transportation of Stolen Cut-

tie

Servicemen's Dependents Allowance Act
of 1842 (obsolete)

Internal Securjty (Nationalistic Tend-
ency, Forelgn Intelligence) {Individu-
als and Organirations, by country)

Alien Enemy Control; Escaped Prisone.s
of Wear and Internses (obsolete)

107. Denaturalization Proceedings (obsolete)

108. Foreign Travel Control (o slete)

109. Foreign Political Matters

110. Forelgn Economic Matters

111. Forelgn Scclsl Conditions

112. Forelgn Funds

113. Foreign Military and Naval Matters

114. Alten Property Custodan Matter {ohso-

lete)
115. Bond Default; Bail Jumper
116. Atomic Energy Act, Applicant; Atomic
Energy Act, Employee

117. Atomic Energy Act. Criminal

118. Applicant, Ceutral Intelligence Agency
(obrolete)

119. Federal Regulatisns of Lobbylng Akt

120. Federal Tort Clalms Act

121. Loyalty of Government Employces {ob-

solete)

122. Labor Management Relations Act, 1847

123. Speclal Inquiry, State Department,

Volce of America (US. Information

Center) (Public Law 402, 80th Con-

gresy)

83. Court of Claims

84. Reconetruction Finance Corporation
Act (obsolete)

85. Homo Owner Loan Corporation (obsao-
lets)

8e.

a7

Bank Larceny: Bank

104.
105,

108.
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14

135.
126.
127.

438,

140.

141,

142,
143.

144,
145.

146.
147,

148.
149,
. Harboring of Federal Fugitives, Statistics
151,

153.
. Automoblile Information Disclosure Act
164.

185.

i

1567.
1568.

158.

160.
161.

182.
183.

. International

. Wrlfare and Pension

. Furopean Recovery Program (Interna-
tional Cooperation Administration),
formerly Poreign Operations Admiais-
tration, Economic Cooperation Ad-
mialstration or ER.P, Europsan Re-
covery Program; AID., Agency for
International Development (obsolete)

Rallway Labor Act; Rallway Labor Act,
Employer's Liability Act .

National Security Rescurces Board, Spe-
cial Inquiry (absolete)

Sensitive Positions tn the United States
Government, Public Law 2668 (obso-
lete)

Development  Program

(Foreig:n Operations Admintsiration)

. Evacuation Clrims (obsolete)
. Special Inquiry, Armed Forces Security

Act (obsolete)

. Admiralty Matter
. Special Ingniry, Office of Delense Mo-

oliization (obsolete)

. Nattona' Science Foundatior Act, Ap-

plicant (obsolcte)

. Becurity Informants
. PROSAB (Protection of Strategic Alr

Command Bases of U.8.A. Air Force)

. American Leglon Contact {obsolete)
. Criminal Informants
138

Loyalty of Employees of the United Na-
tions and Other Public International
Organizations

Interception of Communications (For-
merly, Unauthorized Publication or
Use of Communications)

Security of Qovernment Employees;

8.G.E., Fraud Against the Govern-
ment

False Entries in Records of Interstate
Carriers

Illegal Use of Railroad Pass

Interstate Transportation of Gambling
Devices ,

Interstate Transportation of Lottery
Tickels

Interstate Transportation of Obscene
Matter: Broadcasting Obscene Lan-
guage

Interstate Transpottation of Prison-
Made Goods

Federal Housing Administration Mat-
ters »

Interstate Transportation of Fireworks

Destruction of Aircraft or Motor Vehicles

(Iteferral cases recelved from CSC under
P.L. 288) Agency for International
Development: Atomic Energy Com-
mission (Civil Service Commission);
National Aeronautics and Spacc Ad-
ministration: Nationa! Science Foun-
dation; Peace Corps; Action; U .S
Arms Control and Disarmament
Agency; World Health Organization:
Internationa! Labor Organization:
U S. Information Agency

Switchblade Knife Act

Interstate Transportation of Unsafe
Refrigerators

Natlonal Aeronautics and Space Act of
1958

Plans Disclosure
Act

Extremist Matters; Civ. Unrest

Labor-Management Rej .rting and Dis-
closure Act of 1950 (Security Mat-
ter) (obsolete)

Lacor-Management heporting and Dis-
closure Act of 1050 (Investigative
Matter)

Pederal Traln Wreck Statute

Special Inquiries for White House, Con-
gressional Committee and Other Gov-
ernment Agencies

Intevstate Gambling Actlvities

Forel,’n Police Cooperation

MEDERAL

NOTICES
184, Crime Aboard Aircraft .
165. Intersiate Transmission of Whagering
Information
160. Interstate Transportation in Aid ol
Rucketeering
167. Destruction of Interstate Property
168. Interstate Tranaportation of Wagering
Faraphernalia
169. Hydraulic Brake Fluid Act (obsolete)
170. Extremist Informants
171. Motor Vehicles Seat Belt Act (obsolete)
173. Bports Bribery
173. Public Accommodations, Clvil Rights
Act of 1964
Public Faeiltties, Civil Rights Act of
1964
Public Education, Civil Rights Act of
1064
Employment, Civil Righta ..ct of 1964
174. Explosives and Incendiary  Devices;
Bomb Threats (Formerly, Bombing
Matters; Bombing Matiers, Threats)
175. Assaulting the Aresident (or Vice Presi.
aent) of the United States
176. Anti-riot Laws
177. Discrimination in Housing
*78. Interstate Ob.cene or Harassing T lec-
Fhone Calls
179. Extortionate Credit Transactions
180. Desecration of the Fiay,
18'. Consumer Credit Frotection Act
182. Illegal Gambling Business; Illega! Gam-
bling Business, Obstruction: Illegal
Gambling Business, Forfeiture
183. Racketeer, Influenced and Corrupt Or-
gantzations
184. Police Killings

i85. Protection of Poreign Officials and Of-
clal Guests of the United States

186. Real Estate Settlement I'ncedures Act
of 1974

187, Privacy Act of 1074, Criminal

188. Crime Resistance

189. Equal Credit Opporturity Act

190. Freedom of Informatton 'Privacy Acts

191. False ldentity Matter

MALELial pertajning Lo - 2
t.hEre was no prosecutlve action under-
lope ‘a"g""f‘;ﬁﬁ’m&u vestt:
veloped during Investigation: or Investi-
gatlon Tevealed allegallont w -
§ o e
Jjurisdiction of the Bure. u. These investi-
ations were_closed IT )
ErTescGndence nol Pecwa ded e

Duplicate records and
T T Tsrat

extractin g%g
files are also kep
eny ip | " 3
ese records are lists of

day operation.
lnd&vi%uaﬁ Which contain certain bio-
graphic data, including physical descrip-
tion and photograph. They may 2iso con-
tain information concerning activicies of
the individual as reported to FBIHQ by
the various fleld offices. The establish-
ment of these lists is necessi.ated by the
needs of the Divisions to have immediate
access to pertinent information duplica-
tive of data found in the Central Records
withiout the delay caused by a time-
cousuming manual search of central
indices. The manner of segregating these
individuals varies depending on the par-
ticular needs of the FBI Division. The
information pertaining to individuals
who are a part of the list is derivative

APPENDIX II

of Information contained in the Central
Records System. These duplicative
records fall into the following eategories:

(1) Li tings of individuals used to as-
sist in the location and apprehension of
individuals for whom legal process is
outstanding (fugitives) :

. (2) Listings of individuals used in the
identification of particular offenders in
cases where the FBI has jurisciction.
These listings include various photo-
graph albums and background data con-
cerning persons who have been formerly
charged with a particular crime and who
may be suspect In similar criminal ac-
tivities; and photographs of individuals
who are unknown but suspected of in-
volvement in a particvlar criminal ac-
tivity, for example, bank surveillance
photographs;

(3 Listings of individuals as part of
an overall criminal intelligence effort by
the FRL. This would include photograph
albums lists of individuals known to be
involved in eriminal activity, including
theft from interstate shipment. inter-
state transportation of stolen property.
and individuals in the upper echelun of
organived crime:

(4 Listings of individuals in connec-
tion with the FBI's mandate to carry out
Pre<idential directives on January 8,
1943, July 24, 1950, December 15, 1957.
and February 18, 1976. which designated
the FBI to carry out investigative work
in matters relating to espionage, sabo-
tage, and foreign counterintelligence.
These listings may include photograph
albums and other listings containing
bilographic data regarding indivicuals.
This would include lists of identified and
suspected fureigh intelligence agents and
informants;

t5) Special indices duplicative of the
central indices used to access the Central
Records Svstern have been created from
time to tiine in conjunction with the
administration and investigation of ma-
jor cases. This duplication and segre-
gation facilitates access to documents
prepared in connection with mejor cases.

Some of the information contained in
the main files has also been extracted
ard plared on com ‘uter to enable vari-
ous divisions to retrieve information
more rapidly by avoiding the need for
a manual search for iInformation main-
tained in the main files. For example.
since invesiigation of major frauds re-
quires thu Agent to collect and organize
massive vr'umes of evidence and other
investigative information, the FBI is
using computers to do this in a more
accuraie and expeditious manner. Addi-
tionally, Agents occasionally seize evi-
dence in computeriged form and FBI
computers are used to organize and sort
the infornnation in prepuraticn for trial.

Also, personnel type infor.aation deal-

Rith such matters g4 o tendance and
production and accuracy r-quirements is
maiptaiged by some <lylsions.

[TR Doc TT-14544 Piled 5~33-77,8:45 am|
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APPENDIX III

INVESTIGATIVE INDEXES

FBI HEADQUARTERS (note a)

Title

Indexes retrievable
through the central
records system:

Administrative
index (ADEX)

Background
investigation
index~--Depart-
ment of Jus-
tice

Description and use

Consists of cards with
descriptive data on indi-
viduals who were subject

to investigation in a
national emergency because
they were believed to con-
stitute a potential or
actual threat to the inter-
nal security of the United
States. When ADEX was
started in 1971, it was made
up of people who were for-
merly on the security index,
reserve index, or agitator
index. Maintained in two
separate lccations in FBI
headgquarters, ADEX was dis-
continted in January 1976.
The computer section of the
FBI has in storage on com-
puter tape all the individ-
uals who were on ADEX when
it was discontinued.

Consists of cards on persons
who nave been the subject of
a full field investigation

in connection with their con-
sideration for employment in
sensitive positions with the
Depar tment of Justice, such
as a U.S. attorney, Federal
judge, or high level
departmental official.

a/Does not include ten classified indexes.
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Title

Background
investigation
index--White
House, other
executive
agencies, and
th2 Congress

Bank rcbbery
note file

Car ring theft
working index

APPENDIX III

Description and use Status
Consists of cards on per- Active

sons who have been the
subject of a full field
investigation in ¢ nnec-
tion with their consid-
eration for employment

in sensitive positions
with the White House,
executive agencies (other
than the Department of
Justice), and the Congress.

Consists of photographs of Active
notes used in bank robber-
ies in which the suspect
has been identified. This
index is used to help solve
robberies in which the sus-
pect has not been identi-
fied, but a ncte was left,
The note is compar«d with
the index to try to match
the sentence structure and
handwriting for the purpose
of identifying possible
suspects.

Contains cards on individ- Active
uals involved in car ring

theft cases on which the

FBI laboratory is doing

examination work.
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Title

Check circular
file

Computerized
telephone
number file
‘CTNF)

1. telligence

APPENDIX III

Description and use

Consists of fliers filed
numerically in a control
file on fugitives who -are
notorious fraudulent check
passers and who are

engaged in a continuing
operation of passing
checks. The fliers include
the subject's name, photo,
a summary of the subject's
method of operation, and
other identifying data.
They are used to alert
other FBI field offices and
business establishments
that may be the victims of
bad checks.

Consists of a computer
listing of telephone numbers
(and subscribers' names and
addresses) alleged to have
been used by extremists and
revolutionaries. These num-
bers were matched with other
telephone numbers discovered
during investigations to de-
termine possible connections
with known extremists and
revolutionaries. This infor-
mation was gathered from
telephone company toll
records. The index was
developed to facilitate FBI
efforts to locate persons it
classified as extremists and
revolutionary. The FBI dis-
continued using this com-
puterized information in Feb-
ruary 1975, but the computer
tapes of the following in-
dividuals and organizations
are in storage: (1) Al
Fatah (an Arab terrorist
group), (2) Weatherman, (3)
2w Left, and (4) Rlack and
cther ethnic extremists.
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Title Description and use Status
CTNF--organized Consists of computerized Active
crime and gam- listing of telephone num-
bling bers (and subscribers'

names and addresses) used

by organized crime and gam-
bling figires. These num-
bers are matched with tele-
phone numbers obtained
through subpoena in subse-
auent investigations, usually
to determine possible connec-
tions with organized crime and
and gambling figures. The
names and addresses of sub-
scribers of telephones used
by knecwn organized crime and
gambling figures are retriev-
able through this index.

Criminal Consists of cards con- Active
informant taining identity and brief
index background information on

all active and inactive in-
formants furnishing informa-
tion in the criminal area.

DEA class I Consists of a computer Active
narcotics iisting of narcotic viola-
violators tors—--persons known to

manufacture, supply, or dis-
tribute large quantities of
illicit drugs--with back-
ground data. It is used by
the FBI when assisting DEA in
disseminating intelligence
data concerning illicit drug
trafficking. (See p. 9 of
this report.)
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Titie

Evidence
control
index

Extremist
informant
index

Extremist photo
album

False identi-
ties index

APPENDIX III

Description and use

Consists of cards main-
tained by the FBI labora-
tory containing the names
of suspects, subjects,
victims, etc., in matters
which are currently under
examination or have under-
gone examination within
the last 3 years. The
index is used to facilitate
managing evidence examina-
tions.

Consists of cards with
identity and background
data on all extremist
informants. It was used
as a reference to aid in
the supervision of the
informant program. This
index was discontinued
in Novmeber 1976.

Consists of photo and
descriptions of known extre-
mists, extremist fugitives,
and some informants. All per-
sons in th: key extremist pro-
gram were included in this al-
bum. Used for ready reference
and fugitive identification,
this photo album was discon-
tinued in January 1977.

Contains cards with the

names of deceased individuals
whose birth certificates have
been obtained by other persons
for possible false identifica-
tion uses and in connection
with which the FBI laboratory
has been requested to perform
examinations.
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Titlg

FBI wanted
persons
index

Foreign
counter-
intelligence
(FCI) assec:
index

Fugitive alert
file

Fugitive bank
robbers file

APPENDIX III

Description and use Status
Consists of cards on Active

persons being sought under
Federal warrants covering
violations which fzll under
the jurisdiction of the FBI.
It is used as a ready
reference to identify those
fugitives.

Consists of cards with Active
identity and background data

on all active and inactive
operational and informational

assets in the foreign counter-
intelligence field. 1It is

used as a reference aid of

the FCI asset program.

Consists of fliers, filed Inactive
numerically in a control

file, on fugitives charged
with crimes relating to kill-
ing or attempting to kill a
law enforcement officer or
believed to be a threat to

the safety of law entorce-
ment personnel. The fliers,
which include names, aliases,
physical descriptions, and
photographs, are distributed
to law enforcement agencies

by the FBI to alert them of
such persons. This pirogram
was discontinued in June 1977,
and the file is no longer
maintained at headquarters,

Consists of fliers on bank Active
robbery fugitives filed se-
guentially in a control file.

FBI headquarters distributes

to the field offices fliers

on bank robbers in a fugi-

tive status for 15 or more

days to facilitate their

location.
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Title

Gambling case
listing

Identification
order, fugi-
tive flyer file

Key activist
program photo
album

Key extremist
program
listing

APPENDIX III

Description and use

Consists of a listing of
persons under investiga-
tion for gambling on which
the 7BI laboratory has pro-
vided assistance since
1969.

Consists of fliers filed
numerically. Whei, immediate
leads have been exhausted in
fugitive investigations and

a crime of considerable
public interest has been com-
mitted, the fliers are given
wide circulation among law
enforcement agencies through-~
out the United States and

are posted in post offices.
The fliers contain the fugi-
tive's photograph, finger-
prints, and descripticn.

Consists of photos and
descriptive data on selected
individuals advocating civil
disobedience and other unlaw-
ful and disruptive acts. It
was used to intensify the
investigative effort on those
persons. This index was dis-
continued in February 1975.

Contains a listing of selec-
ted individuals who were
under investigation for ex-
tremist activities and on
whom investigation was to be
intensified. 1Individuals in-
cluded those who traveled ex-
tensively and called for
civil disobedience and unlaw-
ful or disruptive acts. It
was used to intensify the
investigative effort on those
persons, This index was dis-
continued in ebruary 1975.
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Title

Kidnapping book

La Cosa Nostra
(LCN) member-
ship index

Leased line
letter request
index

Mailed cover
index

APPENDIX III

Description and use

Consists of data, filed
chronologically, on kid-
nappings that have occurred
since the early 1950s. The
victims' names and the sus-
pects' names, if known,
would be listed with a brief
description of the circum-
Stances surrounding the kid-
napping. The file is used
as a reference aid in
matching up prior methods of
operation in unsolved kid-
napping cases.

Contains cards on individ-
uals having been identified
as members of the LCN.

The cards contain personal
data and pictures. The

index is used solely by FBI
agents for assistance in
invescigating organized crime
matters.

Contains cards on individ-
uals and organizations who
are or have been the subject
of a national security elec-
tronic surveillance in which
a leased line letter was
necessary. It is used as an
administrative and statisti-
cal aid.

Consists of cards containing
a record of all mail covers
conducted on individuals anAd
groups since about January
1973. It was used for refer-
ence in preparing mail cover
requests. This index was
discontinued in 1975.
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Title

Military deser-
ter index

National bank
robbery album

National fraudu-
lent check
file

National securi-
ty electronic
surveillance
card file
(requested)

APPENDIX III

Description and use Status
Consists of cards contein- Active

ing the names of all! milj-
tary deserters the various
military branches have
requested FBI assistance in
locating. It is used as an
administrative aid.

Consists of fliers on bank Active
robbery suspects filed
seqguentially in a control
file. When an identifiable
bank camera photograph is
available and the case has
been under investigation for
30 days without identifying
the subject, FBI headquarters
sends a flier to the field
offices to help identify the
subiect,

Contains photographs of the Active
signatures on stolen and
counterfeit checks. 1t is
filed alphabetically, but
there is no way of knowing
if the names are real or
fictitious. The inde: is
used to help solve stolen
check cases by matching
checks obtained in such
cases against the index to
identify a possible suspect.

Contains cards on individ- Active
uals aad organizations on

whom a national security

electronic surveillance

has been requested. It is

used as an administrative

and statistical aid.
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Title Description and use Status
National securi- Contains cards on individ- Active
ty electronic uals and organizations on
surveillance whom a national security
card file electronic surveillance has
(instituted) been instituted. It is used

as an administrative and
statistical aid.

Night deposi- Contains cards with the Active
tory trap names of persons who have
index been involved in the theft

of deposits made in bank
night depository boxes.
Since these thefts have
involved various methods,
the FBI uses the index to
solve such cases by
matching up similar methods
to identify possible sus-

pects.
Revolutionary Consists of rhotos and Active
Communist descriptions of individuals
Party (RCP) who are leaders and activ-
photo album ists in the RCP, formerly

the Revolutionary Union.

The FBI has identified the
RCP to be a Marxist-Leninist-
Maoist revolutionary organi-
zation, which calls for a
violent revolution in the
United States. This index is
used as an investigative aid.

Revolutionary See description and use for Inactive
Union (RU) RCP album. This album was
photo album discontinued after the RU

changed its name and an
updated photo album was
created titled RCP.
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Title

Security of
Gevernment
employees
index

Security infor-
mant index

Selective Ser-
vice violators
index

Skyjack fugitive
album

Symbionese
Liberation
Army (SLA)
index

APPENDIX III

Description and use

Contains cards on persons
whom the FBI, for security
or loyalty purposes, has
investigated under Execu-
tive Orders 9835 and 10450.
The index is used to facili-
tate the location of the
subject's file.

Consists of cards contain-
ing identity and brief
background information on
all active and inactive
informants furuishing in-
formation in the criminal
area.

Contains cards on individ-
uals being sought on the
basis of Federal warrants
for violation of the
Selective Service Act.

Contains photographs with
descriptive data of fugi-
tives wanted for skyjacking.
It is vsed as a reference
aid in cases where the
fugitive may reenter the
United States.

Contains cards with mixed
subject entries, such as
individuals, weapons, and
vehicles, thought to have a
connection with the SLA. It
was used to tabulate and
retrieve data relating to SLA
activities. The FBI has in-
dicated this index will be
destroyed when the Justice
Department gives it permis-
sion to destroy intelligence-
related documents.

Status

Active

Active

Active

Active

Inactive



APPENDIX III APPENDIX III

Title Description and use Status
Toll record Contains cards on individ- Active
request ua.s and organizations on
index whom toll records have been

obtained in national
security-related caszs and
with respect to which FBI
headquarters had to prepare
a request letter. It is
used primarily to facili-
tate the handling of repeat
requests on individuals

listed.

Top echelon Consists of cards contain- Active
criminal ing identity and brief back-
informant ground information on indi-
program viduals who are either fur-

(TECIP) nishing high level informa-
index tion in the organized crime

area or are under develop-
ment to furnish such informa-
tion. The index 1s used
primarily to evaluate, cor-
roborate, =vd coordinate
informant information and to
develop prosecutive data
against racket figures under
Federal, State, and local

statutes.
Top ten pro- Consists of fliers, filed Active
gram filn numerically in a control

file, on fugitives consid-~
ered by the FBI to be one
of the 10 most wanted.
Including a fugitive on the
top 10 usually assures
greater national news
coverage as well as
nationwide circulation of
the flier.
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Title Description and use Status
Wanted fliers Consists of fliers, filed Active
file numerically in a control

file, on badly wanted fugi-
tives whose apprehension may
be facilitated by immediate
nationwide circulation of a
flier. The flier contains
the names, photographs,
aliases, previous convic-
tions, and caution notices.

Weatherman Consists of photos and Active
photo album descriptions of individuals
associated with Weatherman
activities for use as a
teference aid in Weatherman
investigations.

Witness protec- Contains cards on individ- Active
tion program uals who have been furnished
index a new identity by the U.S.

Justice Department because
of their testimony in orga-
nized crime trials. It is
used primarily to notify the
U.S. Marshals S rvic .- whean
information rela.>d t©, ti:
safety of a protected wit-
ness comes to the FBI's
attention.

Indexes not fully
retrievable through
the central records

system
Associates of Consists of a computer Active
DEA class 1 listing of individuals
narcotics DEA has identified as
violators associates of class I

narcotics violators.
(See p. 9 of this
report.)

45



APPENDIX III

Title

White House
special
index

Major case
index--~
Patricia
Hearst kid-

napping

Major case
index—-
bombi-.g of
TWA passen-

APPENDIX III

Description and use Status
Contains cards on all poten- Active

tial White House appc¢in-
tees, staff members, gquests,
and visitors referred to the
FBI by the White House se-
curity office for a records
check to identify any ad-
verse or derogatory informa-
tion. This index expedites
such checks in the tight
time frame usually required.
(See p. 10 of this report.)

Consists of computerized syn- Inactive
opses of information mostly ‘
on persons related tc the
investigation--subjects, sus-

pects, frisnds, associates,
witnesses--and other key dzca,

such as license plate numbers,
telephone numbers, and physi-

cal evidence. This informa-

tion s computerized to

facilitate the management and
coordination of large and com-

plex investigations. Not all

the names included on the com-

puter tape are considered

important =2nouqh to include

in the gewral index and thus,

are noc r«trievable through

thie centzel records systen.

Same as above. Active

ger terminal
at La Guar-
dia Airport

Major case in- Same as above.
dex--burg-
lary of Demo-
cratic
National Head-
quarters
(Watergate)
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Title Description and usa Status

Major case in- Same as above. Inactive
dex--murder
of FBI
agents on
Pine Ridge
Indian Re-
servation

Major case in- Same as above. Active
dex--Phoenix
land fraud

Major case in- Same as above, Inactive
dex--Don
Scegretti
campaign
law viola~-
tions, a
spinoff of
the Water-
gate inves-
tigation

Major case in- Same as above. Active
dex--extor-
tion by
threat of
bombing ot
200 major
U.S. compan-
ies by un-
known sub-
ject, some
letter bombs
were re-
ceived

Major case in- Same as abcve. Active
dex--inves-
tigation
into possible
organized
crime in-
fluence over
waterfront
businesses and
unions in At-
lantic and
Gulf ports
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Title

Major case in-
dex-~investi-
gation con-
cerning an
illegal
gambling
business

Major case in-
deX--inves-
tigation
into a series
of bombings
in the west
¢oast area

Major case in-
dex--inves-
tigation of
an individual
under the
Racketeer In-
fiuence and
Corrupt Or-
ganizations
(RICO)
Statute

Major case in-
dex~--inves-
tigation of
an individual
under the
Racketeer
Influence and
Corrupt Or-
ganizations
Statute

Description and use

Same as above.

Same as above.

Same as above,

Same as above,
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Status

Active

Inactive

Active

Inactive
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Title Description and use Status
Electronic sur- Consists of cards on individ- Active
veillance in- uals who have been the
dices records subject of a microphone
system or telephone surveillance

by the FBI from 1960 to
present. This includes
individuals who were the
(1) targets of direct
surveillance, (2) partic-
ipants in monitored con-
versations, and (3) owners,
lessors, or licensors of
the premises on which the
FBI has conducted an elec-
tronic surveillance. 1In
addition to the persons'
names, the card would con-
tain the date the voice

was monitored, a source
number to identify the
individual on whom the
surveillance was installed,
and the location of the
field office which con-
ducted the monitoring.

It also includes persons
who were mentioned from
1960 to 1969. The uhighly
publicized 17 White House
wiretaps were initially
listed s=2parately on the
special couve. ‘qe index
until th2 summer cf 1976
when they were merged into
the ELSUR index. The ELSUR
index is used to respond to
inquiries by the Department
of Justice and to prepare
title III affidavits. (See
p. &.)
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Title Description and use Status

Indexes retriev-~
able through
the Identifi-
cation Divi-
sion records
system

Criminal Consists of cards, filed by Active
fingerprint fingerprint classificatinn’
card file on all individuzls whose
fingerprints have been sub-
mitted to the FBI as a re-
sult of arrest or incar-
ceration by Federal, State,
or local law enforcement
agencies.

Criminal Consists of index cards filed Active
fingerprint alphabetically on each in-
card index dividual who has a criminal

fingerprint card at the FBI
as a result of arrest .r in-
carceration by Federal,
State, or local law enforce-
ment agencies. These cirds
contain a number which refers
to records on individuals
called rap sheets, which are
compilations of arrests and
related data submitted to the
FBI by Federal, State, and
local law enforcement agen-
cies.

Civil finger- Consists of cards, filed by Active
print card fingerprint classfication,
file on all individuals whose

fingerprints have been sub-
mitted to the FBI as a re-
sult of (1) Federal employ-
ment application, (2) mili-
tary service, (3) alien
registration or naturaliza-
tion, and (4) desire to
have their fingerprints
placed on file.
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Title

Civil finger-
print card
index

Single
fingerprint
card file

Identifica-
tion
crder,
fugitive
flyer file

APPENDIX III

Description and use Status

Consists of index cards filed Active
alphabetically on individuals
who (1) have civil fingerprint
cards at the FBI as a result
of Federal employment applica-
tion, miiitary service, cr
alien registration and na-
turalization and (2) desire

to have their fingerprints
placed on record with the FBI
for personal identification
purpcses.

Contains fingerprint cards on Active
individuals with the capa-
bility to commit, or who

are known to have committed,
the following types of
crimes-~bank robbery, bank
burglary, major thefts,. in-
terstate transportation of
obscene material, bombings,
extortion, professional
fraudulent chezk passing,
white extremists, hijacking,
and kidnapping. This index
is searched when latent
prints are available in cor-
responding crimes. A search
of all criminal fingerprints
maintained could not be done
because of the volume of
criminal fingerprint cards.

Consists of cards with finger- Active
prints and an alphabetical
listing of those FBI fugi-
tives on whom identification
orders have been issued. It
is used for any immediate
comparison desired with the
fingerprints of any one of
these fugitives. (See descrip-
tion for identification order,
fugitive fliers file on p. 39
of this appendix.)

51



APPENDIX III APPENDIX III

Title Description and use Status
Missing per- Consists of cards containing Active
sons index the names of and other data on

missing persons. The index is
used to help locate missing
persons at the request of an
interested relative and local
and Federal law enforcement
agencies and to facilitate the
handling of requests from the
White House and the Congress
for assistance in missing per-
son matters.

General ap- Consists of index cards filed Active
pearance numerically and containing a
index photograph and physical

description of individuals who
have committed or who are
capable of committing any type
of swindle or confidence game.,
One section of this card file
is devoted to individuals who
are in the major theft section
of the single fingerprint file.
The index is used for the pur-
pose of identifying subjects of
confidence games by means of
descriptions made available by
the victim or other witnesses.
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Title

Indexes retriev-
able through
the National
Crime Informa-
tion Center
(NCIC) records
system

NCIC criminal
history
file

NCIC missing
persons
file

APPENDIX III

Description and use €tatus

Consistc of computerized infor- Active
mation on individuals who have
been convicted of significant
violations of Federal, State,
or local law. Data stored in
the computer includes personal
identification data as well as
public record data concerning
each of the individual's major
steps through the criminal jus-
tice process. This information
is used by criminal justice
agencies in the discharge of
their official mandated respon-
sibilities.

Consists of computerized infor- Active
mation on any person who is (1)
missing and because of proven
physical/mental disability is
subject to personal and im-
mediate danger, (2) missing un-
der circumstances indicating
that the disappearance was not
voluntary, (3) accompanied by
another person under circum-
stances indicating that his or
her physical safety is in dan-
ger, and (4) declared unemanci-
pated as defined by the laws of
the State of residance and does
not meet any of the other entry
criteria, This information is
used by law enforcerent agen-
cies to locate persons who are
reported as missing.
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Title

NCIC wanted
persons
file

APPENDIX III

Description and use Status
Consists of computerized in- Active

formation on individuals who
have committed, or have been
identified with, an offense
which is classified as a

felony or serious misdemeanor
under the existing penal
statutes of the law enforcement
jurisdiction originating the
entry. Probation and parole
violators meeting this criteria
are also included as are in-
dividuals for whom Federal war-
rants are outstanding. This
information is used by law
enforcement agencies to locate
fugitives,
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UNITED STATES DEPARTMENT OF JUSTICE

WASHINGTON, D.C. 20530

Address Reoly 1o the
Division Indicated
and Refer to Initials and Number

Mr. Victor L. Lowe

Director

General Government Division

United States General Accounting Office
Washington, D.C. 20548

Dear Mr. Lowe:

This letter is in response to your request for com-
ments on the draft report entitled "FBI Investigative
indexes--Action Needs to Be Taken To Be In Compliance
With The Privacy Act Of 1974."

We are in general agreement with the findings and
recommendations contained in the report, which for the
most part acknowledge the propriecy of the FBI's inter-
pretive position. We agree with tn> need for Congress
to have a detailed knowledge of the FBI's indices and
tecordkeeping practices in order *o be in a position
to promulgate legislation in this area,

Initial implementation of the notice provisions of
the Privacy Act proved to be extremely complex. The FBI,
like other agencies, was required to commence implementa-
tion prior to the issuance of the Office of Management
and Budget guidelines. Further, as the report indicates,
the guidelines, when issued, left a large degree of dis-
cretion with the agencies in implementing these pro-
visions. Consequently, there was little guidance in
answering the threshold question -- "What is a system
of records?" However, with the Department's approval,
the FBI's approach was to identify and publish all group-
ings of records about individuals if the groupings con-
tained information which was not retrievable from a search
of our Headquarters central index or the respective field
office genera' indices.
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In carrying out this approach each FBI Headquarters
Division was queried to ascertain whether such systems
existed. The FBI specifically excluded those records
which were duplicative of information retrievable through
the Headquarters general index. Field offices were not
queried, but by letter dated July 13, 1976, the field
was reminded that in accordance with standard existing
FBI policy and regulations, no investigative records are
to be maintained separately that cannot be accessed
through the general indices. Additionally, as the report
notes, during the past year the FBI Inspection Division
has been examining field office indices in light of the
Privacy Act. Because of the paucity of legislative history
and lack of specific implementation guidelines concerning
this area of the .'rivacy Act, the FBI welcomed this study
of its investiyative indices and worked closely with GAO
in identifying problem areas with its implementation oi
the notice provisions.

To insure full compliance with the provisions of
the Privacy Act, each field office is being furnished
a copy of the draft report with instructions to check
all indices maintained by them against the report and
Lo take one of the three options avaiiable to bring all
irdAices into compliance with the Privacy Act. Similarly,
the Headquarters Divisions are receiving the same instruc-
tions.

&s indicat=d previously, we appreciate GAO's assis-
tance in this endeavor to insure FBI indices are being
maintained in full comrpliance with thn Privacy Act and
commend the thouccuthness and objectiviiv of the individ-
uals from GAO involved in this study.

We also appreciate the opportunity given us to
comment on the draft report. Should you have any
further guestions, please feel free to call us.

Sincerely,
Kevin D. Rooney

Assistant Attorney General
for Administration
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PRINCI™AL OFFICIALS RESPONSIBLE

FOR ADMINISTERING ACTIVITIES

DISCUSSED IN THIS REPORT

Tenure of office

From To
DEPARTMENT OF JUSTICE
ATTORNEY GENERAL QF THE
UNITED STATES:
Griftfin B. Bell Jan. 1977 Present
Edward H. Levi Feb. 1975 Jan. 1977

FEDERAL BUREAU OF INVESTIGATION

DIRECTOR: .
Clarence M. Kelley July 1973 Present
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